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Abstract

This document explains how to use s-center, the powerful and easy-to-use tool from u-blox for
evaluation and configuration of u-blox short range, standalone modules.
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1 Overview

s-center is a powerful and easy-to-use tool for evaluating, configuring, and testing u-blox short range,
standalone modules running u-connectXpress software based on AT commands.

This user guide provides a description of the features of s-center and its usage for simple
configuration of the u-connectXpress based module.

¥ s-center works exclusively with all u-blox standalone modules shipped with u-connectXpress
wireless connectivity software. The s-center client software is not compatible for use with u-blox
host-based modules.

1.1 Getting started

Having downloaded s-center client from the u-blox website and started the software, the initial
display window prompts you to select a COM port, as shown in Figure 1. For new modules, you can
keep the default values shown in the window. Ensure that you select the correct COM Port.

Connection Type CP Connect

* Serial Comport Connection Type TCP Client J
" TCP Connection Client IP 192.168.0.99
Serial Port 80a0
COMT

COM Fort | =l Select Made
Baud Rate 115200 ||| ¥ Enter AT Mode after Open the Port
Data Bits B ~| || I setDTR High
Parity |NUHE ﬂ
Stop Bits 1 =
Flow Contral |CTS/RTS |
Log COM Port |N":'JE in use j AT Command Escape Sequence
logBaudRate  [Notinuse || |[1100 ||Z| [1100 |

Default | Refresh COM Ports | Open Port | Cancel

Figure 1: Selecting COM port

Once you select the COM port and click Open Port, s-center attempts to connect to the COM port.
The main screen is displayed if the connection is successful, as shown in Figure 2.

If the module is in command mode, s-center reads out some information to you. s-center may
additionally disable some controls if the module does not support those features.

UBX-16012261 - RO5 Overview Page 5 of 25
C1-Public



@blOX s-center - User guide

| s R — O *
File Settings Tools Help
Baszic Connection  |gT 9 Bluetooth Settings g Wi-Fi Settings  Advanced Connedtions ::Jf Settings h User Defines eblox

Find Devices —Server Configuration

e [l |E==E [o-ses 21| —comnection status————
Low Energy Discovery I LI Configuration ISPS vl Bluetooth: -
o =l

Address: -
Scan | I

Wi-Fi: -
S50z
Bluetooth Low Energy \Wi-Fi Station Wi-Fi AP TCP/UDP PPP Binds BSSID: -
Channel: -
Connect Peer | Isps ;I |6009C390A26Ep | I~ Default Peer |V EscEnable [~ RSsk-
| Server Flags INone vl
Set Low Energy IDisabIed vl Ilgnore Yl —MNetwork Status ——————
Get | Set |
PHY Request | | ;l

Get Low Energy ¥ Add SPS service and update Name

Remaove All | Inmterface:
IP Address:
Peer Handle I vl Disconnect Peer ||~ Erter Data | Startup Data List Peers I Connections | Metwork Status | Subnet:
Gateway:
Prim. DMNS:
Console Window Sec. DNS:
|Pve:
QK ~
AT +UMLA=1 | |
~UMLA:DACAGEBI22AE store Factory
QK
AT=GMI Default | Enable GUI |
“u-blox” X
oK EVK-CDIN-W2 via ST-LINK |
AT+ GMER
*4,0,0-003" Software Update |
QK
ATI9
*4,0,0-0037,"NIMNA-B31¥-4.0,0-003-0-g46f8%b cb”
oK s
W
AT ;I Advanced | MIMNA-B3 series at u-blox.com
Close Part | AT Mode I Data Mode ED Mode FFF Maode Data Pump 1 Mbps I Reset I Clear I Get All | Set All |
COM71 115200 8-N-1 HW Flow DSR Off, DTR Off E:D4CABEES22AE u-blox MINA-B3 Software Version: 4.0.0-003
Figure 2: Main s-center screen with some features disabled based on connected module
UBX-16012261 - RO5 Overview Page 6 of 25

C1-Public



@b'OX s-center - User guide

2 Connecting to another wireless module
2.1 Classic Bluetooth (SPP)

The act of searching for other Bluetooth devices is called an “inquiry” and is shown in Figure 3. s-center
displays a list of devices that was found in a drop-down list. You can select the module you want to
connect to from the list and its Bluetooth address is automatically be entered in the form, as shown
in Figure 4. The Serial Port Profile (SPP) is the default protocol, so you must select Connect Peer only.

¥ The other module must have the SPP server running to connect to SPP.

¥ If the other module has any security enabled, additional steps may be necessary.

Find Devices
| Bluetooth Inquiry | |Bluetooth Device, R351 -81dEBm , 000000, D4CABET23A05p v|
Low Energy Discovery | e |

Figure 3: Bluetooth Inquiry

Bluetooth pap Low Energy Wi-Fi Station 'Wi-Fi AP Ethernet TCP/UDP  Bridge Metw ' [ *

Connect Peer | spp | |spp:_s_;[14u:AsE?23AD§-p | [] Default Peer [ ] Esc Enable
Service Search m Mame: Bluetooth Device [ ] QoS Enable
- Device Class: Miscellaneous

Read Bonded Bond Service Class: Mo Service found

Figure 4: Connecting to peer with SPP

2.2 Bluetooth Low Energy (SPS)

Start searching for other Bluetooth Low Energy (LE) devices by running a discovery, as shown
in Figure 5.

Find Devices

Low Energy Discovery | |NINA-E1 TOGRO1, RSSl: -27 dBm, FA3B2240DCASr, scan: OFOS4E494E412D -

Figure 5: Bluetooth LE discovery

s-center collects all devices in the drop-down list. Selecting an entry from this list fills in the Bluetooth
address, as shown in Figure 6. The u-blox proprietary Serial Port Service (SPS) [1] is the default and
only protocol available for Bluetooth Low Energy (LE), so you only need to select Connect Peer.

The selected Bluetooth LE device can also be used in the GATT Client.
¥ Toestablish a Low Energy connection, the module used must be in the Central mode.
ZF Thedevice thatis connected to must have the SPS server running.

More information about SPS is provided in the u-connectXpress Low Energy Serial Port Service
Protocol Specification [1].
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Bluetooth LowEnergy \wi-Fi Station Wi-Fi AP TCP/UDF PPP Binds

Connect Peer | |5p5 j |EDD§C39DA25E|:I | Default Peer [v Esc Enable

5et Low Emergy | Central - lgnore
Get Low Energy | W Add SPS service and update Mame PHY Request

Figure 6: Connecting to peer with SPS
2.3 Wi-Fi(TCP)

Connecting to another module over Wi-Fi involves several more steps, as you first need to connect to
an access point and then to the module. The module can also be an access point, but it is important
to separate the roles.

Start by performing a Wi-Fi scan as shown in Figure 7. The results are displayed in the drop-down list.
Selecting an access point fills in its corresponding SSID, as shown in the form in Figure 8. The majority
of values in this form can be left as default, but you may need to set the security mode and enter a
passkey or password for that security mode before selecting Activate Wi-Fi. In this example, the
security mode is WPA2 and the password is UBX-WIFI.

Find Devices

Bluetooth Inguiry | |

Low Energy Discovery | |

Lol L Lo

Wi-Fi Scan | |'|..|B."{-WIFI', Channel:g, R35:-34dBm, 18,8,8, 441094135673

Figure 7: Scanning for Wi-Fi

Bluetooth Low Energy Wi-FiStation Wi-Fi AP TCP/UDP FPPP Binds

v Use DTIM Listen Interval D

Activate Wi-Fi | |LIB."{-WIFI | | store Deactivate

Wi-Fi Status | [weamwpe2, ] [ubxwifi | I startup ¥ DHCP Client

Figure 8: Connecting to a Wi-Fi access point

Once the connection is established with an access point, you can attempt to connect to a peer over
TCP, as shown in Figure 9. The default protocol is TCP; enter only the IP address or host name and a
port, then select Connect Peer.

¥ The other module must have a TCP server running to connect over TCP.

Bluetooth Low Energy Wi-Fi Station Wi-Fiap TCR/UDP  ppp Binds

Connect Peer | |t|:p j |W.u-blox.com |: |SD | | Default Peer [ T Flush

Ping Address | [ Mare [ Keepalive

TCP/UDP Reflector | INo Encryy *| [Mo Truste = | Mo Client | |Mo Client ~| T unicast

Figure 9: Connecting to peer with TCP
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3 Sending and receiving data

Once connected to a peer you can send data to the peer. Select Data Mode to send data , as shown in
Figure 10.

In Data mode, the module sends raw bytes to the peer and no longer accepts AT commands. Any
command is interpreted as raw bytes to send to the peer. Select AT Mode to return the module to
command mode, as shown in Figure 10.

Close Port AT Mode | | Data Mode | ED Mode PPP Mode

Figure 10: Mode buttons, Data mode highlighted

In Data mode, you select Data Pump to test the throughput performance of the module, as shown in
Figure 11.

Data Pump 3 Mbps Reset Clear Get All Set All

Figure 11: Data Pump highlighted

The default values are good, so you need only select Start, as shown in Figure 12. The data pump
sends and expects to receive a sequence of bytes [0, 1, 2, ...] (O resets the sequence) and reports any
deviations on the received data as byte errors. Only if the peer device is pumping data in this manner,
can you rely on the byte errors (or lack of) to represent the link quality.

Data Pump - COM24 - O x
Configuration
Test Mode Continiuous
(@) Continuous Delay [ms] |100 10 Tx Size
() Packet Packet Size |128 32
cket Size |128 32 _324 v
(") Echo - N
imeout [s] |10 —
General
Levels {input) Levels [output)
Error Check DSR i High DTRHigh || set Break
[] stop on Error CTS is High
™ Rx
Tx 0 Bytes Rx 0 Bytes
Tx 0 bps Rx 0 bps
Tx Mean 0 bps Rx Mean 0 bps 500
Elapsed time 00:00:00 Stop after R 0 packet errors 15000
Send One Start | |Never ~ FR O RGHEE [ Mo serial Timeout
Information

Figure 12: Data Pump
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4 Settings for connecting to other modules
4.1 Bluetooth

To establish Bluetooth connections, the module must be discoverable, connectable, and pairable.
Though it is not mandatory, setting a local name can help to easily find your device. To establish a low
energy connection, low energy must be active. To initiate a low energy connection, the module must
be in the Central mode while to allow incoming connections, the module must be in the Peripheral
mode.

Bluetooth Connection  Bluetooth Security EBluetooth Config  BLE Config  Advertise Config  Low Energy DIS  GATT Client  GATT Server
Class of Device [AT+UBTLC)

Local Mame [AT+UBTLM)

Limited Discoverable Mode A | |Miscellaneous A | | Miscellaneous -
ODIN-W2_86E185 | Positioning [Location identification) Eﬁg‘npe'-'ter gﬁg"npe'-lter

Metworking [LAN, Ad hod) LAN / Network Access |

Use ODIN-W2 + Address | Rendering [Printing, Speaker) v | | Audio / Video w | (000000 Check |
Connectable [AT+UBTCM) Discoverable (AT+LUBTDM) Pairable [AT+UBTPM) Low Energy (AT=UETLE)
"~ Mot Connectable i~ Mot Discoverable " Mot Pairable {* Disabled
"~ Central

(¢ Connectable ¢ Limited Discoverability (+ Pairable

™ Parinharal

Figure 13: Bluetooth connection settings
4.2 Wi-Fi
4.2.1 Station

Figure 14 shows the settings for Wi-Fi station. It contains more settings than those shown in the
Basic Connection tab. Most notable is the ability to store and load the settings when you need to reset
(restart) the module.

Basic Connection loT g‘} Bluetooth Settings 4y Wi-Fi Settings  Advanced Connections f;f Settings 4__; User Defines
Wi-Fi 5tation  Wi-Fi Access Point  'Wi-Fi Configuration Additional Wi-Fi Settings Vendor Specific [E

Wi-Fild |0 «| [ Active onstartup

Basic Connection Info Active key |0 - Disabled EA&P User Mame

EAP and PEAP

|UB){-WIFI | WEP Key 1 EAP Password
|BSSID [optional) | WEP Key 2 EAP Domain
|2 - WRA/WRAZ/WPAS ﬂ WEP Key 3 EAP-TLS Certificates

|'~‘-"Pi PSK/Passphrase | WEP Key 4 Client Certificate |

Configuration Action (AT=UWSCA) ¥ DTIM ¥ Validate Server | C1ENt KEY |

1: Store - Activate B CA Certificate | ~]
Set Action ‘ Deactivate | Scan |Wi-Fi Result: 7 Devices ﬂ Clear | Get | Set |

Figure 14: Wi-Fi station settings
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4.2.2 Access point
Figure 15 shows the Wi-Fi access point settings, including:

e SSID (the name “seen” by other modules)
e Security mode
o DHCP (if this module is to act as a DHCP server so that other connecting modules can be granted

an IP address)

You can also store and load the settings in case you need to reset the module.

Basic Connection loT 9 Blustooth Settings Wy Wi-Fi Settings  Advanced Connections :':Jf Settings *_,: User Defines

Wi-Fi Station Wi-Fi Access Point  wi-Fi Configuration Additional Wi-Fi Settings  Vendor Specific IE

Basic Connection Authentication Block / Allow List
|UB){-WIFI | Method |2 - Wha2 j {* Block List (" Allow List
™ Hidden Made |2 _PsK ﬂ |C-:umma separated MACs |
Channel B - |ubx-wifi | Rate Lists
I active on startup 802.11b rate mask | =
W DHCP Server 302.11ag rate mask | |
Configuration Action (AT=UWAPCA) | x| | apsupported rate mask | | J
1 Store  w Activate [oTM Interval |
Set Action | Deactivate | |Beac-:n Broadcast Interval | Clear | et | et ‘

Figure 15: Wi-Fi access point (scaled to fit)

4.3 Enable servers

Figure 16 shows the server configuration. Here, you can view the currently running servers and set
new ones. You must remove a server to set a new one in its place. In the example shown in Figure 16,
the module is running an SPP server (id 0) and a TCP server.

Basic Connection  |gT {’ Bluetooth Settings g Wi-Fi Settings Advanced Connections -Eﬁ;;l Settings J_H User Defines

Fimd Devices Server Configuration

Server D 1-TCP -
Configuration |TCP -
Port 5000

[ Flush data on write

Bluetooth Inguiry ‘ |

Low Energy Discovery ‘ |

Led Led Lol

Wi-Fi Scan ‘ |'UE."{—WIFI', Channel:6, R551:-34dBm, 18,8,8, 4A109A135E73

Bluetooth Low Energy Wi-Fi Station wWi-Fi AP TCR/UDP  PPP Binds

¥ Use DTIM Listen Interval EI
Server Flags Maone -
Activate Wi-Fi | |UE."{-WIFI | [ Store Deactivate
Get | 5et ‘

Wi-Fi Status | [wearwpaz, +] [ubwiri | ™ startup ¥ DHCP Client
Remaove All
Figure 16: Servers
UBX-16012261 - RO5 Settings for connecting to other modules Page 11 of 25
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5 Updating software

Selecting Software Update (shown in Figure 17) opens the software update dialog (shown in
Figure 18). Select File allows you to browse for a new software file, and the Software Update dialog
remembers the last 5 files used. The appropriate method is selected automatically once you select a
file. In most cases, you must select Software Update.

/N A software update undoes all configurations on the device; consider saving them in Configuring

settings.
Stare Factory
Default Enable GUI

EVE-ODIMN-W2 via 5T-LIMK

| Software Update

ODIMN-W2 series at u-blox.com

Figure 17: Software Update button

Select Software file [*json, *.bin or *zip)

|C:'~.SVN'~.F3 eTools\TechnologyshortRan ge'%.GDIN-Wl'xFirmwarE\.GDlN-j Select File

File created: den 30 september 2022 23:57:21 Size: 1,64 MB
File type: ODIN-W2 u-blox Connectivity Software
[ Device already inboot loader settings
ComPort: [COMB3 =l
BaudRate: [460800 |

eblox ¥ Close when complete Cloze Update

Mot Started

Figure 18: Software Update dialog

UBX-16012261 - RO5 Updating software Page 12 of 25
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6 Configuring settings

6.1 Saving and downloading all settings

To savethe device configuration for later use, select Save Configuration from the File menu, as shown
in Figure 19. You specify the location for saving the configuration in the prompt dialog.

The configuration is saved as a list of AT commands that can be used to recreate the current
configuration. Selecting Download Configuration opens a dialog box from which you can select the
specified file. The s-center software then runs all the AT commands to recreate the configuration. As
itis run as a script, you can use this function to script procedures.

s-center 7.0.1 - COM&9
File Settings Tools Help

Download Configuration

Save Configuration

Load User Defined AT Command
Save User Defined AT Command

Start a Mew s-center

Exit

Figure 19: File Menu

6.2 Other settings

The rest of the tabs under Bluetooth and Wi-Fi contain various settings for different functionalities.
The Advanced Connections and Settings tabs contain more general-purpose settings and some
specialized settings. The settings are labeled with their respective AT command and all commands
sent to the device are visible in a console window. For more detailed information about these
commands, see the u-connectXpress short range AT commands manual [2]. Each tab can get and set
their own subset of settings; select Get All and Set All to get and set all device settings, as shown in
Figure 20.

ZF  s-center populates some fields with default values until read. Select Set All to set the values in the
module but note that these are not stored. Reset the module to undo any changes.

ODIMN-W2 series at u-blox.com

Get All Set All

Figure 20: Get and set all settings
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6.3 Retain or restore settings

Settings are first stored in volatile memory and are undone during module reset (restart). You must
select Store to retain the settings in permanent memory, as shown in Figure 21. The module must be
reset before the settings take effect.

Selecting Store conveniently resets the module after writing. You select Factory to undo the stored
settings and restore factory defaults.

¥ Some settings are permanently stored through a separate command; these tabs have a separate
option to store.

Store Factory
Default Enable GUI

EVE-ODIMN-W2 via 5T-LIMK

Software Update

ODIMN-W2 series at u-blox.com

Figure 21: Store and factory settings
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7 Miscellaneous features
7.1 Serial Settings

Figure 22 shows the Serial Settings tab. From here you can change settings of the serial port (baud
rate, flow control, parity) as well as change which characters to use as command characters.

Basic Connection  loT g’ Bluetooth Settings ) Wi-Fi Settings Advanced Connections "Jf Settings *_; User Defines

Data Mode Serial Settings  Configuration GPIO  Certificates  Time Miscellaneaus

Serial Settings (AT+UMRS) Escape Char [ATS2) Line Term Char [ATS3)
I:l [Decimal Code) I:l (Decimal Code)
Baud Rate [115200 |
Data Bits |3 j Rsp Form Char [AT34) Cmd Edit Char [AT35)
Parity |None j I:l [Decimal Code) |:| [Decimal Code)
Stop Bits |1 j D5SR Level (input) DTE Level [output)
|

DSR Off, DTR Off oy - Set

Flow Ctrl |t_—rs_;RTs

¥ Change s-center After Canfirm

Clear ‘ Get ‘ Set |

Figure 22: Serial Settings

7.2 Data Mode settings

From the Data Mode tab shown in Figure 23 you can set the module start up mode and configure how
the module handles and interprets the DSR and DTR pins.

Basic Connection  loT &J Bluetooth Settings  {J) Wi-Fi Settings Advanced Connedtions "Jf Settings | User Defines

Data Mode  Serjal Settings Configuration GPIQ Certificates Time Miscellaneous

Start Mode (AT+UMSM) DTR (AT&D Input on module) DSR [AT&S Qutput on module)
(¢ 0:Command Mode {~ 0:DTR pin is ignored {~ 0:Sets DSR line to ON
i~ 1:Data Made {* 1:[default) OM to OFF enter command mode f* 1:[default) OM in data mode, OFF in command
i~ 2:Extended Data Mode { 2:Connect and disconnect peers " 2: OM when one remate peer is connected
" 3:PPP Mode (" 3:Disable UART
{4 Shut Off
Echo [ATE)
Watchdog [AT+UDWS)
(" 0: Echo OFF

{¥ 1:[default) Echo ON Write Timeout [ms)] |:|
Inactivity Timeout [ms] I:I Clear Get Set

Figure 23: Data Mode settings
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7.3 GATT Server

Figure 24 shows the GATT Server settings. Form here you define the services and characteristics
that clients interact with, read values clients have written to characteristics, and notify or indicate
new values to the client. Characteristics are added to the latest service defined.

Basic Connection  |oT 'ﬁ) Bluetooth Settings ) Wi-Fi Settings Advanced Connections ".Jf Settings 50:.1‘ User Defines

Bluetooth Connection Bluetooth Security  Bluetooth Config ELE Config Advertise Config Low Energy DIS  GATT Client  GATT Server

Connect GATT || | o | Connection Handle
Disconnect GATT [ Replyonread

1800, Generic Access F 2400, Device Mame A

1801, Generic Attribute 2A01, Appearance

1202, Immediate Alert 2402, Peripheral Privacy Flag

1803, Link Loss 2A03, Reconnection Address

1804, Tx Power 2404, Peripheral Preferred Connection Paramet

1805, Current Time Service 2405, Service Changed Send Motification
1806, Reference Time Update Service hd 2806, Alert Level hd

Write Service VWrite Characteristic ¥ Notify e [FITEEn
Mo Read Securi
[ Broadcast [ Write Mo Rsp [ Indication al

[~ Read [ Write [ tuthwrite Mo Write Security +

Heart Rate example | [~ Usetimer

Figure 24: GATT Server
7.4 GATT Client

Figure 25 shows the GATT Client settings. From here you can establish an ACL link to a server by
entering a Bluetooth address and selecting Connect GATT. Once connected to a server, you can
Discover Services of that server and the services associated characteristics. You can then write the
characteristics to the server or register to receive notifications.

Basic Connection  laT 9 Bluetooth Settings (i) Wi-Fi Settings Advanced Connedions :':Jf Settings m‘ User Defines

Bluetooth Connection  Bluetooth Security Bluetooth Config  BLE Config  Advertise Config  Low Energy DIS  GATT Client  GATT Server

Connect GATT ‘ | | |D | Connection Handle
Disconnect GATT | Discover Services | [ Discover on Connect [ Advanced view LED OM LED COFF
Read ‘ Write ‘ Write Mo Response | |
0 - No Notification | Set
[ Y

Figure 25: GATT Client
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7.5 Console Window

The console window shown in Figure 26 allows you to enter raw AT commands to the module and view
the response. The console window also echoes the responses of AT commands sent as a result of
interacting with the features of s-center. The console does not echo the sent commands, but the
default behavior of the device is to send the command as part of the response.

Console Window

AT

oK
AT+GMM
"ODIMN-W2”
oK

|a7-| -

Figure 26: Console Window

7.6 User Defines

Figure 27 shows the User Defines tab. From here you can define and execute rudimentary macros.
These macros consist of a list of AT commands delimited by <LEF> in upper case. When executing a
user define, s-center simply executes the AT commands in order with no special handling.

Basic Connection  |oT &J Bluetooth Settings  §JJ) Wi-Fi Settings Advanced Connections fﬁ:f Settings l.s User Defines

User Defined AT Commands

Execute ||AT—UE!TLECFG=4,6:LF>AT—UBTLECFG=5,6 Execute HAT—UBTLECFG=2T,D

Execute | |AT +UBTLECFG=4, 24« |F> AT=UBTLECFG=540 Execute ‘ |AT +UBTLECFG=27,1

| |
| |
Execute || | Execute |AT—UBTLECFG=2?,2 |
Execute || | Execute ‘ | |
Execute || | il ‘ | |
Bxeate | | | Execute ‘ | |
Execute || | EuEzdlz ‘ | |
Execute | | | Execute ‘ | | Loaa | Save |
Figure 27: User defines
UBX-16012261 - RO5 Miscellaneous features Page 17 of 25
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7.7 GPIO

Allows you to configure the GPIO pins of the modules. As shown in Figure 28, select a pin first, then
specify whether it is to be configured as Output, Input or Disabled, and finally how to configure it.
Output pins can be configured with an initial value, low or high. Input pins can be configured regardless
of whether pull resistors are used. Output pins can have a new value written to them and both input
and output pins can be read.

¥ Different GPIO pins are available for each module, as mentioned in the corresponding module
documentation.
Basic Connection  |oT g) Bluetooth Settings ) Wi-Fi Settings Advanced Connections ‘;f settings *_; User Defines
Data Mode Serial Settings Configuration GPIQ  Certificates Time Miscellaneous
GPIC Pins Secondary Uart Settings
Pin Mumber: |11 j [ [
Configuration: | Output || | TXDPin: :‘
Value: |Low j RXD Pi: |—4|
Rtspine | |
caseine [ =]

Reset All Get | Set

Figure 28: GPIO configuration

7.8 Wi-Fi Certificate

The Wi-Fi certificate tab allows you to upload and view certificates and keys for use with Wi-Fi station,
as shown in Figure 29.

F Only the name and MD5 of certificates and keys may be read, and not the contents.

Basic Connedtion loT g’ Bluetooth Settings ) Wi-Fi Settings Advanced Connections '_Jf Settings 40_5; User Defines

Data Mode Serial Settings  Configuration GPIO Certificates  Time Miscellaneous

Certificate and Private key import Filesystem list

Trusted root (CA) =/

| | - CC, client_cert.pem, CN=www.u-blox.com,2021-10-26 23:34:27
Client Certificate (CC)

|c|ier1t_cert.pem j

Client Private Key (PK)

List | Use Certificate | MDS‘

Upload | [1-Client Certificate |

Figure 29: Wi-Fi certificate tab
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7.9 NFC

The NFC tab allows you to enable or disable NFC. When NFC is read, the module sends a response.

Basic Connection |oT q) Bluetooth Settings ) Wi-Fi Settings Advanced Connections -sﬂ'; Settings i__q User Defines

Connection Setup  PAN Ethernet Bridge MFC

MFC Enable (AT+UMNFCEN) MFC URI tag content (AT+UMFCURI)

f* 0 Disabled [default) {* 0: Disabled [default)

= 1: NFC initiated pairing " 1:URL |”ttp5=f'fw*"-“-b'°x-c°m |
" 2URI {— 2: Application Link |cnm.gnngle.android.calendar |

Clear Get Set

Figure 30: NFC
7.10 Bluetooth PAN

The Bluetooth PAN tab allows you to configure and establish or join an existing personal area network
over Bluetooth.

Basic Connection  loT 9 Bluetooth Settings g Wi-Fi Settings Advanced Connections Jr;f Settings *__, User Defines
Connection Setup PAN Ethernet Eridge MNFC

Connection Metwork Connected Devices

Local Role |F‘AN-NﬁF‘ [Server) ﬂ {* Static Address List PAM devices

Remote Role  |PAN-PANU (Client) | |1p Address

Remote Address  FAS1C39170CFr |suphet Mask

Remote Mame

|F‘|‘ima|}-‘ DMNS

[ Active on startup

|
|
|Defau|t Gateway |
|
|Sec-:|nc|a|1-'Dr-JS |

Canfiguration Action

Reset - & | DHCP Server

[~ Detect Address Corflicts

Activate | Deactivate | T Get Set

Figure 31: PAN settings

7.11 Ethernet

The Ethernet tab allows you to configure and establish an Ethernet connection.
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Basic Connection  laT a Bluetooth Settings ) Wi-Fi Settings Advanced Connections 2,: Settings 5“: User Defines

Connection Setup  PAN Ethernet  Bridge MFC

|Sec-:undary DMNS

—Ethernet settings —Metwork
Phy support IRMII to Phy v|| | & static Address (" Dynamic Address
Ethernet speed |100 Mbit/s | |Ir: Address |
Duplex mode IFuII Duplex LI |5L'tINEt Mask |
r Automatically negotiate speed and duplex |DEfE""It Gateway |
Phy address | | |Primary DNS |
|

[T Active on startup

[T Detect address conflicts

IReset vI Action |

Activate | Deactivate | Clear Get Set

Figure 32: Ethernet settings and connection
7.12 Bridge
The Bridge tab allows you to bridge two or more interfaces.

Basic Connection  loT 9 Bluetooth Settings i) Wi-Fi Settings Advanced Connections ::f Settings #‘: User Defines

Connection Setup  PAN Ethernet EBridge NFC

I LI [~ Active on startup [~ Network
Link Layer Bridge (Layer 2) —— —Metwork Layer Bridge (Layer 3] I Attach Network
[~ Wi-Fi Station I Wi-Fi Station [1p Adress |
I Wi-Fi Access Paint ™ Wi-Fi Access Point |5'-IhNet Mask |
[~ Ethernet [~ Ethernet |Default Gateway |
[” Bluetooth PAN [ Bluetooth PAN |prima,}- DNS |
|Sec-:|n.:lary DMNS |

[~ DHCPServer [ Detect address conflicts

IReset vI Action |

Activate | Deactwate| Get PC MAC || Ll Set Wi-Fi MAC Clear | Get Set

Figure 33: Bridge settings

7.13 Additional Wi-Fi Settings

The Network tab allows you to set various network interfaces with more control. For example, setting
Wi-Fi station to use a specific IP address (static IP).
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Basic Connection loT i’ Bluetooth Settings Wi Wi-Fi Settings  Advanced Connections ?‘:f Settings #; User Defines

Wi-Fi Station  Wi-Fi Access Point  Wi-Fi Configuration Additional Wi-Fi Settings  vendor Specific IE

— Metwark Settings —Metwork Host Mame (AT+UMNHM)

IWi-Fi Access Point ;I [T Detect address conflicts |

{+ Static Address { Dynamic Address

—Wi-Fi Channel List (AT+UWCL)
| Al

|Ip Address

|SuhNet Mask

|Prin1ary DNS

|Sec-:|ndary' DMS

|
|
|Defau|t Gateway |
|
|
|

|Link Local IPv6 Address

Clear Get Set

Figure 34: Additional Wi-Fi settings
7.14 Bind Streams

The Bind Streams option (as shown in Figure 35) allows you to bind the streams of two peers to each
other, such that the transmissions from peer 1 is received by peer 2 and vice versa. Bind Channel
allows a third peer to be hooked up to an existing bind. Bind Channel also binds the peer displayed in
the left drop-down list to the channel in the drop-down list prior to the Bind Channels button.

Basic C cti ; g ) ) o . T i
sicLonnection | |oT 9 Bluetooth Settings 4y Wi-Fi Settings Advanced Connections L4 Setfings [ User Defines
Find Devices —Server Configuration
Bluetooth Inguiry | | ;l Server D 1-TCP -

Low Energy Discovery || LI Canfiguration |TCP -

;

Wi-Fi Scan | I'UEO(-WIFI'r Channel:5, R55:-34dBm, 18,8,8, 441094135673 | Part

A . — . [ Flush data on write
Bluetooth Low Energy Wi-Fi 5tation Wi-Fi AP TCF/UDP PPP Binds

I ;I I ;I Bind Streams |
I vl Bind Channel | | |
Get Set
I LI 4|Read Finds Remave All |

Server Flags MNane -

Peer Handle I "'I Disconnect Peer | [~ EnterData [ Startup Data List Peers | Connections | MNetwork Status |

Figure 35: Bindings

For more information about streams and channels refer to the u-connectXpress user guide [4].
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7.15 MQTT

Figure 36 shows the MQTT form that allows you to establish contact to an MQTT broker. The
placeholder text tells you what each field does. If any field is left blank, it is simply not included in the
connection request.

. . | T a . ni ¢ Fi . . ; -', . T l.‘ .
Basic Connection 10 g} Eluetooth Settings w Wi-Fi Settings Advanced Connections E'J{ Settings ., User Defines
MOTT  HTTP
Connect | |D-:u|nain | |P-:u|t |
|SI.|I:|:-:|'iI:|e to | |Pl.||:u|i:h to Client name | |IJ:=_|' name | |F‘a::-.*.--:ur-:| | Keep Alive Values | [T Data over AT

| min TLS v1,0 | |Wo Trusted Roat | Mo Client Certificate v | |No Client Private key ~ v|  Manage

Figure 36: MQTT form
7.16 EDM

In addition to Command (AT) Mode and Data Mode, the modules can also be placed in Extended Data
Mode (EDM) which acts as sort of simultaneous AT and Data mode. In EDM mode, the commands and
data must be packed in special packets and tagged with type.

Figure 37 shows the button to enter EDM, or if the module is already in EDM sets s-center accordingly.
In EDM, s-center attempts to seamlessly handle the packages so the user can use s-center as normal.
In EDM, you can send data to specific channels (peers) and s-center allows you to select this when it
is applicable.

Close Port | AT Mode | Data Mode || ED Mode | PPP Mode |

Figure 37: EDM button

7.17HTTP

The HTTP tab can be seen in Figure 38. In the very basic use case of fetching for example a webpage
itis enough toenter the address and select Go. A few options are available, such as changing the fetch
method to ignore HTTP message 300 (redirects) and attaching content with the request - either as
plain text or from a local file.

Basic Connection 10T g) Bluetooth Settings w Wi-Fi Settings Advanced Connections f:af Settings *_; User Defines
MQTT  HTTP

= i

| GET j|um | S ‘

[ Ignore Redirects [ Include Content With Request

Figure 38: HTTP tab
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Figure 39 shows a request in flight. The request is indicated by the message at the bottom of the tab
window, as shown in Figure 39 . Any error is also reported here. After receiving a successful response,
it is displayed in a new window, as shown in Figure 40. Here you can view the response headers and, if
the response body is text based and sufficiently small, a preview. The response body is held entirely

in memory, but only if the window remains open and can be saved permanently to file.

MOQTT  HTTP
o -
| GET _v| |google.com s ]

[ Ignore Redirects [ Include Content With Request

Waiting for httpy//ooogle.com:80/

Figure 39: Request sent, waiting for response

200 0K | | Hide Headers Save As

Date: Thu, 30 Mar 2023 13:46:19 GMT

Expires: -1

CacheControl: private, max-age=0

Cortent-Type: text /html; charset=150-8855-1

Content-Securty-Policy-Report-Only: object-src none’base-un ‘self’,script-src noncewWCGdtKT 7Cxm SFvEWuddw
Server: gws

¥-¥55-Protection: 0

£

Cortent is to large to preview.

Figure 40: Response received and shown in a new window
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Abbreviation

Definition

ACL
DHCP
EDM
GATT
GPIO
HTTP
P
MD5
MQTT
NFC
PAN
SSID
SPP
SPS
TCP
URI
WPA2

Asynchronous Connection-Less
Dynamic Host Configuration Protocol
Extended Data Mode

Generic Attribute

General Purpose Input Output

Hyper Text Transfer Protocol
Internet Protocol

A hash function

Message Queueing Telemetry Transport

Near-Field Communication
Personal Area Network
Service Set Identifier

Serial Port Profile

Serial Port Service
Transmission Control Protocol
Uniform Resource Identifier

Wi-Fi Protected Access I
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Related documents

[11 u-connectXpress low energy serial port service, protocol specification, UBX-16011192
[2] u-connectXpress AT commands manual, UBX-14044127

[3] u-blox extended data mode, protocol specification, UBX-14044126

[4] u-connectXpress user guide, UBX-16024251

¥ For product change notifications and regular updates of u-blox documentation, register on our
website, www.u-blox.com.

Revision history

Revision Date Name Comments

RO1 29-Feb-2018 cmag Initial release

RO2 12-Dec-2018 togr, kgom Major updates in all sections.

RO3 18-Nov-2020  togr Added MQTT, EDM

RO4 19-Mar-2021 togr Added HTTP

RO5 31-Mar-2023 mape Clarified s-center applicability in Abstract and Overview. Updated

screenshots to reflect the latest changes in the user interface. Included
other minor editorial updates. Updated contact reference.

Contact

For further support and contact information, visit us at www.u-blox.com/support.
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